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Keywords Abstract
Al literacy, The research investigates how college students use Al literacy skills to
cthical decision- | make ethical choices, while digital confidence serves as a linking factor,
making, digital and responsible Al use acts as a regulating element. The researchers
confidence,

collected data from 483 students at a Philippine state university using a
quantitative-correlational design with Structural Equation Modeling (SEM)
analysis performed through WarpPLS (Version 8.0). The study found that
Al literacy directly affects both digital confidence and ethical decision-
making processes, while digital confidence serves as a partial mediator
between the two variables. The results demonstrate that responsible Al use
strengthens the connection between Al literacy and digital confidence,
highlighting how ethical technology use affects digital trust. The study
shows that Al-enabled learning environments require competence,
confidence, and responsibility to work together as essential components for
students to make ethical decisions. The results demonstrate that Open and
Distance Learning (ODL) providers should establish three core areas,
which contain Al literacy, ethical training, and confidence-building
methods, to create digital learning systems that enable responsible and
efficient technology operation.

responsible use of
Al 21st-century
skills

Introduction
Artificial intelligence (Al) is quickly transforming higher education in ways that are difficult to
summarise, reshaping how students learn, talk, tackle issues, and even prepare for future work.
With generative Al technologies becoming more common, the doors of education have opened
wider for many learners but, at the same time, fresh ethical dilemmas arise around issues such as
academic integrity, privacy, bias, openness, and just how responsibly people use the technology.
Because of this, Al literacy is starting to look like a key competency, not only a useful
technology, but a tool that stimulates critical thinking, moral awareness, and some responsible
participation in digital spaces (Southworth et al., 2023; Walter, 2024). In open and distance
learning (ODL), where students now often depend on Al-supported and self-guided
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environments, building Al literacy has become crucial for encouraging genuine engagement,
better and more well-informed decisions, and careful use of newer tools.

At the same time, newer perceptions of 2 1st-century skills also suggest that learners need
more than just technological know-how. They have to strengthen creativity and teamwork,
develop digital citizenship, and become adaptable, plus they should learn ethical reasoning for a
life in digital societies that keep changing (Thornhill-Miller et al., 2023; Trilling & Fadel, 2009;
van Laar et al., 2020). Al literacy can be treated as a multidimensional idea that spans technical
ability, digital confidence, and ethical accountability. In other words, when students really
understand how Al works, they are expected to feel more confident using digital tools while still
making sound ethical judgements when applying Al in school or professional settings.

Recent studies have shown that Al literacy is positively associated with students’ digital
competence, self-efficacy, and even academic results (Becirovi¢ et al., 2025; Xiao et al., 2024).
Other work has also pointed out that ethical Al education is crucial for cultivating responsible
technology use and digital citizenship (Ngo & Hastie, 2025; Usher & Barak, 2024). Still, most of
these studies treated Al literacy, digital confidence, responsible Al use, and ethical decision-
making as separate issues, rather than as a single connected design or integrated framework. At
the same time, although responsible Al use has been considered important for promoting
academic integrity, fairness, transparency, and privacy (Golding et al., 2024; Tubella et al.,
2024), not much empirical work has explored whether it also acts as a moderating element
between Al literacy and digital confidence. This is especially meaningful in ODL settings, where
learners depend heavily on self-guided study supported by Al technologies, so they need both
technical capability and ethical judgement to handle digital learning responsibly, not just
efficiently.

Research Objectives

This study aimed to investigate how Al literacy supports digital confidence, responsible use of

Al, and ethical decision-making among college students in a Philippine state university. It tried
to determine what happened between these elements when students were learning and using Al,
especially in everyday academic settings. Specifically, it aimed to:

1. determine the effect of Al literacy on digital confidence;

2. examine the influence of Al literacy on ethical decision-making;

3. determine the effect of digital confidence on ethical decision-making;

4. examine the mediating role of digital confidence in the relationship between Al
literacy and ethical decision-making; and

5. determine if responsible use of Al moderated the relationship between Al literacy and
digital confidence.

Literature Review

Contemporary literature increasingly frames Al literacy as part of 21st-century skills, and
learners need more than just technical competence; they also need critical thinking, digital
citizenship, the kind of adaptability that actually fits messy real-life situations, and ethical
responsibility, so they can survive and even thrive in Al-mediated environments (Thornhill-
Miller et al., 2023; Trilling & Fadel, 2009; van Laar et al., 2020). More recent work has stretched
Al literacy far beyond “knowing Al concepts”, to include how to judge Al-generated outputs,
identify algorithmic bias, protect privacy, and use Al in a proper, responsible manner, both in
academic and professional tasks (Kong et al., 2022; Stolpe & Hallstrom, 2024; Walter, 2024;
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Zhang et al., 2025). The empirical view also seems to point in a consistent direction: Al literacy
is related to better digital competence, higher self-efficacy, and improved academic performance
(Betirovi¢ et al., 2025; Xiao et al., 2024). Meanwhile, ethics-oriented Al instruction appears to
help learners identify and handle ethical dilemmas in a more grounded way (Ngo & Hastie,
2025; Usher & Barak, 2024). Taken together, it seems Al literacy is not only about technical
know-how but also about enabling responsible participation in technology-enhanced learning.

Other studies keep returning to the idea that digital confidence and ethical responsibility
matter when people use technology. Much research shows that students who feel digitally
confident tend to engage more with digital tools, adapt more easily to online learning, and feel
more ready to handle ethical issues that show up during technology use (Bancroft et al., 2024;
Rosales-Marquez et al., 2025; Zhao et al., 2021). Similarly, ethical decision-making is often
linked with structured ethics education, critical reflection, and students’ ability to consider the
consequences of technology-related choices (Pai et al., 2021; Parvari et al., 2024). At the same
time, responsible Al use has become a core expectation in higher education. Studies stress the
value of transparency, academic integrity, fairness, privacy, and also the need to avoid
overreliance on Al tools, particularly just for convenience (Cai et al., 2025; Golding et al., 2024;
Tubella et al., 2024). So, overall, these studies suggest that technical competence, confidence,
and ethical awareness work together as mutually supportive pieces for responsible Al adoption.

A great deal of earlier research treated Al literacy, digital confidence, ethical decision-
making, and responsible Al use as separate constructs, or as independent outcomes, and there has
been less focus on how they connect inside one shared explanatory model. More specifically,
few empirical studies have examined whether digital confidence mediates the link between Al
literacy and ethical decision-making, or whether responsible Al use can strengthen the
relationship between Al literacy and digital confidence. This is especially relevant in higher
education and Open and Distance Learning (ODL) contexts. To help fill this gap, the present
study folded these constructs into one single conceptual model. It aims to explain how Al
literacy could promote ethical decision-making through digital confidence, while also trying to
verify the moderating role of responsible Al use. This integrated approach adds to the expanding
literature on Al-enabled learning by delineating what we know about the cognitive, behavioural,
and ethical processes that help students engage responsibly with Al in higher education.

Skills Framework

Based on the 21st-century Skills Framework (Trilling & Fadel, 2009) (see Figure 1), plus some
newer Al literacy research, this study argues that Al literacy boosts students’ digital confidence
and also improves how they make ethical choices. Digital confidence here means learners’ own
belief that they can effectively work with digital and Al technologies. It should act like a
mediator, so Al literacy leads to stronger digital confidence, and that confidence then helps shape
better ethical decision-making. In other words, the technical use leads to responsible behaviour,
and is not just stored as theory. Responsible use of Al, which includes ethical awareness,
transparency, fairness, privacy, and accountability, is also expected to moderate behaviour. That
is, responsible use should make the link between Al literacy and digital confidence stronger
because it reinforces how students feel able to apply their technical competence in genuinely
responsible ways. Taken together these elements create one integrated conceptual picture about
competence, confidence and responsibility, and interact to support ethical decision-making
among university students. This happens especially in Al-supported learning environments,
where the tools are present and the students have to decide what to do with them.
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Figure 1: Skills Framework

Methods

Research Methodology

This study employed a quantitative research design using Structural Equation Modeling (SEM)
to examine the relationships among Al literacy, digital confidence, responsible use of Al, and
ethical decision-making among college students. SEM was selected because it enables the
simultaneous examination of direct, indirect (mediation), and moderating relationships among
multiple latent constructs, providing a comprehensive assessment of the proposed conceptual
framework. Specifically, digital confidence was examined as a mediating variable, while
responsible use of Al was tested as a moderating variable in the relationship between Al literacy
and ethical decision-making. This methodological approach is appropriate for testing complex
theoretical models and validating the hypothesised relationships among constructs in educational
research, particularly in understanding how technical competence, self-efficacy, and ethical
responsibility collectively influence students’ ethical decision-making within Al-supported
learning environments.

Population and Sample

The study was conducted among 483 undergraduate students from a state university in the
National Capital Region of the Philippines. Stratified random sampling was utilised to select the
respondents in order to ensure proportional representation across the different academic
programmes and year levels for a more representative sample. Power analysis was used to
determine the sample size, which was sufficient to detect statistically significant relationships
among the study variables and to meet requirements for Structural Equation Modeling (SEM),
which recommends an adequate sample size for complex mediation and moderation models.

Research Instrument

Data was collected through a structured questionnaire that consisted of four constructs: Al
literacy, digital confidence, responsible use of Al, and ethical decision-making. The instrument
was adapted from previously validated measures reported in the literature and used a five-point
Likert scale. To verify the accuracy of the content, the questionnaire was examined by
professionals in educational technology, research methodology and artificial intelligence in
education. Before the main survey, a pilot test was conducted with 30 students and the reliability
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and validity of the instrument were satisfactory, with Cronbach’s alpha, Composite Reliability
(CR), and Average Variance Extracted (AVE) above the recommended values for internal
consistency and convergent validity.

Data Collection Procedure

The data was collected by using Google Forms and the respondents could fill out the survey
anonymously and voluntarily. All respondents were informed of the study objectives,
confidentiality, and their right to withdraw from the study at any time without penalty, and
provided informed consent to participate. Ethical approval was obtained from the appropriate
university ethics review body prior to data collection. The responses were screened for
completeness and accuracy before being analysed with WarpPLS (Version 8.0) to test the
measurement and structural models including direct, mediating, and moderating relationships
among the study variables using Structural Equation Modeling.

Results

Table 1 shows that the fit indices for the model indicate a good overall fit of the structural model
with the data. The Chi-square value (y*> = 945.32, p <.05) was statistically significant, but this
was expected with such a large sample size and was therefore not considered a fatal weakness.
This gives a Chi-square/df ratio of 2.15 and is well under the upper threshold of < 3.0, indicating
a good fit. The RMSEA value of 0.047 is indicative of a close fit to the population model,
whereas both GFI (0.92) and TLI (0.95) exceeded the 0.90 benchmark, thus confirming the
adequacy of the model. The SRMR value of 0.041 is also below the admissible threshold, clearly
exhibiting acceptable residuals with respect to observed and predicted correlations. Such fit
indices, together as a whole, point to the conclusion that measurement and structural models met
the essential statistical conditions and thus provided strong support for the reliability of proposed
relationships of Al Literacy, Digital Confidence, Responsible Use of Al, and Ethical Decision-
Making.

Table 1: Model Fit Indices

Fit Index Criteria for Acceptable Fit Obtained Value Interpretation
Chi-square (¥*)  Non-significant preferred, but 945.32 (p <.05) Acceptable (large
sensitive to sample size sample size)
Chi-square/df <3.00 (good fit); < 5.00 (acceptable 2.15 Good Fit
fit)
RMSEA <0.05 (close fit); <0.08 (acceptable  0.047 Good Fit
fit)
GFI >0.90 0.92 Good Fit
SRMR <0.08 0.041 Good Fit
TLI >0.90 0.95 Good Fit

Table 2 shows the constructs reached strong reliability and convergent validity as
demonstrated by the CR (Composite Reliability) of the constructs ranging above 0.70 and the
AVE (Average Variance Extracted) values being above the 0.50 cutoff. Al Literacy (AVE =
0.721; CR = 0.911), Digital Confidence (AVE = 0.707; CR = 0.905), Responsible Use of Al
(AVE =0.693; CR = 0.897) and Ethical Decision Making (AVE = 0.732; CR =0.913) all
complied with the recommended values for internal consistency. For all four constructs, the item
loadings per indicator vary from within: Al Literacy 0.754-0.889, Digital Confidence 0.763-
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0.874, Responsible Use of AI 0.765-0.881, and Ethical Decision-Making 0.769-0.884—all above
the minimum cut-off of 0.70, thereby confirming that each and every respective item was
significant for its own construct. The results thus confirm the reliability and validity of
measurement, which thus assured an acceptable base for testing the structural relationships
hypothesised among Al Literacy, Digital Confidence, Responsible Use of Al, and Ethical
Decision Making.

Table 2: Construct Reliability and Validity

Construct Reliability (AVE and CR) Indicator (Item) Item Loading
Al Literacy (AVE = 0.721; CR = 0.911) AIL1 0.812
AIL2 0.874
AIL3 0.792
AIL4 0.801
AILS 0.889
AIL6 0.754
AIL7 0.842
Digital Confidence (AVE = 0.707; CR = 0.905) DC1 0.801
DC2 0.874
DC3 0.856
DC4 0.763
DC5 0.828
DC6 0.795
DC7 0.844
Responsible Use of AI (AVE =0.693; CR=0.897) RAII 0.807
RAI2 0.881
RAI3 0.765
RAI4 0.815
RAIS 0.829
RAI6 0.771
RATI7 0.854
Ethical Decision-Making (AVE = 0.732; CR = EDM1 0.848
0.913) EDM2 0.826
EDM3 0.872
EDM4 0.841
EDMS5 0.769
EDM6 0.884
EDM?7 0.857

Table 3 displays moderate to high explanatory power and predictive relevance for the
endogenous variables. Digital Confidence had an R? value of 0.46, indicating that Al Literacy
explained 46% of its variance, while the Q? value of 0.31 indicates moderate predictive
relevance. Ethical Decision-Making, on the other hand, had an R? value of 0.58, meaning Al
Literacy, Digital Confidence, and Responsible Use of Al jointly explain 58% of its variance,
while the Q? value of 0.39 shows strong predictive relevance. This indicates that the proposed
model explains a large amount of variance in both constructs, and possesses strong predictive
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validity, thus validating its power in demonstrating how Al literacy, confidence, and responsible
use interact to shape students’ ethical decision-making.

Table 3: R2 and Q2 Value

Endogenous Variable R? Q?
Digital Confidence 0.46 0.31
Ethical Decision-Making 0.58 0.39

The results in Table 4 show that students with higher Al literacy scores demonstrated
improved digital confidence (= 0.68, p <.001) and ethical decision-making (f# = 0.29, p <.001)
because they possess greater Al knowledge. The study found that digital confidence served as a
major predictor for ethical decision-making (f = 0.41, p <.001) because self-efficacy directly
influenced how people behaved ethically. The mediation analysis shows that digital confidence
changes the relationship between Al literacy and ethical decision-making because confidence
acts as the primary method which people use to turn their knowledge into ethical behaviour.
Responsible use of Al functions as a significant factor, which determines how Al literacy affects
digital confidence because ethical awareness creates a stronger connection between literacy skills
and confidence levels. The research demonstrates that literacy skills and confidence levels
together with responsible behaviour create the essential elements which scientists use to study
ethical decision-making in educational environments that utilise Al technology.

Table 4: Hypotheses Testing Result

Hypothesis Path B t-value  p-value Decision
H1. Al Literacy — Digital Confidence 0.68 12.45 <0.001 Supported
H2. Al Literacy — Ethical Decision-Making  0.29 4.72 <0.001 Supported
H3. Dlgltal Confidence — Ethical Decision- 0.41 789 <0.001 Supported
Making

H4 (Mediation). Al Literacy — Digital o

Confidence — Ethical Decision-Making 0.28 (indirect) 6.03 <0.001 Supported
HS (Moderation). Responsible Use of Al x 0.19 3.84 <0.001 Supported

(Al Literacy — Digital Confidence)

Research Objective 1: The Effect of Al Literacy on Digital Confidence

Table 4 illustrates the structural model results for the direct link between Al literacy and digital
confidence. It shows that Al literacy had a meaningful positive influence on digital confidence (8
=0.68, t =12.45, p <.001), so this supports H1. This suggests that students who have stronger
Al literacy tend to feel more certain about using Al-enabled and other digital tools for studying
as well as academic work. The model also implies that Al literacy accounts for a great deal of the
variance in digital confidence (R* = 0.46), which shows why it matters as a predictor for
students’ self-efficacy within Al-supported learning contexts.

Research Objective 2: The Influence of Al Literacy on Ethical Decision-Making

The results further reveal that Al literacy significantly predicts ethical decision-making (8 =
0.29,t=4.72, p <.001), providing support for H2. This finding suggests that students who have
more knowledge and a better grasp of Al are more able to recognise ethical dilemmas and make
responsible choices when working with Al technologies. The outcome also shows that Al
literacy contributes directly to ethical judgement, rather than just occurring through students’
digital confidence.
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Research Objective 3: The Effect of Digital Confidence on Ethical Decision-Making

Digital confidence was found to have a significant positive effect on ethical decision-making (/3
=0.41,¢t=17.89, p <.001), so it supports H3. In other words, students who feel more secure when
using digital and Al tools tend to show stronger ethical judgement in learning contexts that are
mediated by technology. This outcome underlines why self-efficacy matters, because it helps
turn technological competence into responsible conduct.

Research Objective 4: The Mediating Role of Digital Confidence in the Relationship between
Al Literacy and Ethical Decision-Making

Mediation analysis affirms that digital confidence significantly mediates the link between Al
literacy and ethical decision-making (indirect f = 0.28, ¢ = 6.03, p <.001), supporting H4. This
result implies that Al literacy helps shape ethical decision-making both directly and indirectly
via students’ confidence when using Al technologies. In other words, the mediation effect shows
that digital confidence operates as an important psychological pathway through which Al literacy
steers ethical behaviour.

Research Objective 5: Responsible use of Al Moderates the Relationship between Al Literacy
and Digital Confidence

The moderation analysis shows that when Al is used responsibly it significantly strengthens the
link between Al literacy and digital confidence (f = 0.19, ¢ = 3.84, p <.001), which supports H5
(see Figure 2). In other words, students who show higher levels of responsible Al use tend to
show a stronger positive connection between Al literacy and their digital confidence, compared
to students with lower responsible Al use. The result points to how crucial ethical awareness is
for maximising the gains from Al literacy when developing students’ confidence in Al-supported
learning environments.

. B=0.28
Responsible \ p<0.01
Use of Al e e Digital N\ .
i, B=0.19 Confidence
' S . 2= (. |

Ethical Decision-
Making
R2=0.58

Al Literacy

Figure 2: Final Model

Discussion and Implications

The present study adds to the growing literature on Al literacy by demonstrating that Al literacy
impacts ethical decision making directly and indirectly via digital confidence, and that
responsible Al use strengthens the relationship between Al literacy and digital confidence.
Previous research has shown that Al literacy improves the learners’ technological competence,
self-efficacy, and academic performance (Becirovi¢ et al., 2025; Southworth et al., 2023; Xiao et
al., 2024). Others have pointed out the importance of ethical Al education to promote responsible



Journal of Learning for Development 13(3), 2026 437

technology use (Ngo & Hastie, 2025; Usher & Barak, 2024). However, these studies mostly
examined these constructs in isolation. The present study provides insights into the psychological
and ethical mechanisms that explain the relationship between technical competence and
responsible behaviour. To this end, Al literacy, digital confidence, responsible Al use, and
ethical decision-making were incorporated into one explanatory model. The findings, therefore,
add to the 21st-century Skills Framework by demonstrating that digital competence in itself is
insufficient, but should be accompanied by confidence and ethical responsibility to equip
learners to navigate Al-supported environments. They also contribute to Al literacy by framing
Al literacy as a technical and ethical competency, and support digital confidence by showing that
confidence is the mechanism by which Al knowledge is translated into ethical decision-making.

Implication for Practice

The findings offer useful guidance for higher education institutions that want to prepare students
for a society influenced by Al. Al literacy should be incorporated across various fields instead of
being limited to technology-focused programmes. This approach would allow students to build
technical skills along with ethical reasoning. Curriculum design should include hands-on
learning activities, real Al applications, case discussions, and reflective exercises that urge
students to assess issues like bias, privacy, transparency, fairness, and accountability. Faculty
development is also crucial. Educators need ongoing professional learning to effectively
incorporate Al into their teaching while demonstrating responsible and ethical Al practices. At
the institutional level, universities should create clear Al governance policies that outline
acceptable Al use, academic integrity, disclosure of Al-assisted work, and data privacy. These
policies should promote responsible innovation while protecting students' critical thinking,
creativity, and independent judgment instead of fostering excessive reliance on Al technologies.

Implication for Open and Distance Learning

The findings are especially significant for Open and Distance Learning (ODL). In this context,
learners rely more on Al-supported technology for independent study, online collaboration, and
assessment. Students in ODL environments often have more freedom to use Al tools. This makes
it necessary for them to build digital confidence and practise responsible Al use to ensure ethical
learning. The results indicate that ODL providers should include Al literacy and digital ethics in
online courses, virtual orientation programmes, and learner support services. This could help
students critically assess Al-generated information and use Al responsibly. Al-assisted
assessments should come with clear guidelines from institutions on acceptable Al use,
attribution, and academic honesty. This could help keep assessments credible while promoting
meaningful learning. Additionally, online learning platforms should offer activities that boost
learners' confidence in using Al ethically. This approach should encourage responsible digital
citizenship, reduce inappropriate reliance on Al, and support equal participation among remote
learners with different levels of tech experience.

Future Research

This study shows connections among Al literacy, digital confidence, responsible Al use, and
ethical decision-making. However, there are still several areas that need more investigation.
Long-term studies are suggested to see how these connections change as students gain more
experience with Al technologies. Comparative studies across multiple universities, countries, and
cultures would improve the generalisability of the results and provide insights into differences in
Al use and ethical decision-making. Future research could also explore these relationships in
Open Universities, Massive Open Online Courses (MOOCs), and other online learning
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environments where Al-supported education is growing quickly. Furthermore, expanding the
model to include teachers, instructional designers, and educational leaders would give a wider
view of how Al literacy and responsible Al use impact teaching, curriculum design, and
institutions' readiness for Al-powered education. Future studies might add more factors like trust
in Al digital citizenship, Al anxiety, technological readiness, or learning outcomes to better
explain responsible Al use and ethical decision-making in higher education.
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